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The Cyber Monster

 “If it is predictable, 
then it is preventable.”

 Gordon Graham
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Cybersecurity 
Is Not Just an 

IT Issue…
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Cybersecurity
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 Cybersecurity is first and foremost a people 
problem rather than a technology problem;

 Increasing cybersecurity literacy and teaching 
people the basics of how to behave securely online;

 Will have compounding effects in reducing risk and 
in lowering the impact of any incidents.
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The “Scary” Truth: Phishing 
Cyberattacks
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 According to IBM’s Cost of Data Breach Report, 
phishing is the costliest type of cyberattack in 
2022, costing $4.91M;

 Human error is (still) consistently the leading cause 
of cybersecurity breaches, accounting for 95% of all 
data breaches;
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How to Identify Phishing Scams
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 Poor grammar and spelling;
 Blurry and pixelized logos/graphics;
 Requests that are deemed urgent, lack context and 

are outside of normal business operations;
 The “From” email address does not match the 

sender’s actual name or email address;
 Suspicious embedded URLs (hover over the link 

without clicking to see the actual URL address);
 Suspicious attachments with odd, unrecognizable 

file names.
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Prevention is the Answer
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 MFA
 Makes it 99% less likely that you will get hacked

 Encryption
 Education

 More than 90% of successful cyber attacks start with 
phishing emails

 Keep software updated
 Holidays
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Headlines 
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New Kent County Public Schools 
victim of ransomware attack

Ransomware attack leads to shutdown 
of major U.S. pipeline system

Water Plant Cyberattack Is Wake Up Call, 
20 Years in the Making

Virginia Tech Says It Was Targeted 
in Two Recent Cyberattacks

Warren County recovering from March 
computer infiltration

$600,000 payment for turf football field 
stolen from Spotsylvania

Fairfax County Public Schools hit 
by Maze ransomware



Why does this matter?
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•Legal
•Health
•Financial



Can you find the
the mistake?

https://www.Instagram.com



Ransomware 



Ransomware

 Ransomware is a form of malicious software 
(“malware”) designed to block access to a computer 
system or data, often by encrypting data or programs on 
information technology systems to extort ransom 
payments from victims in exchange for decrypting the 
information and restoring victims' access to their 
systems or data
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Double Extortion Ransomware
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The malicious actor also demands payment in exchange for not publicizing the 
stolen data on the dark web.

The malicious actor demands payment in exchange for decryption 

Double extortion is a tactic wherein a crypto-malware strain steals information 
stored on a victim's machine before encrypting the remaining files.  



Show of Hands
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 Would your organization pay a demand?
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Hypothetical Scenario



Scenario #1
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 Ongoing construction project being done by a local 
construction company;

 You get an email from an “employee” of the 
construction company asking if the next payment 
could be made to an overseas account;

 What would you do?
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VCU loses nearly $500,000 in Multi-
Million Dollar Cyber Fraud Scheme
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 The real construction is company Kjellstrom and Lee;
 The scammers made their first contact with the 

university in September of 2018 (Rachel Moore);
 “Moore” advised the procurement department that an 

employee that the bank on file with the construction 
company was being audited and asked if the next 
payment could be made to an overseas account;

 After nearly three months of correspondence, the 
university initiated an ACH wire transfer for 
$469,819.49 from their bank account on December 20, 
2018, to the Bank of Hope listed in the ACH setup 
provided by “Moore”.
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VCU loses nearly $500,000 in Multi-
Million Dollar Cyber Fraud Scheme
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 January 2019, VCU was notified by its bank that 
the large wire transfer was fraudulent. The 
university also learned that the employee of the 
construction company didn’t exist;

 The scammers skirted currency reporting 
requirements because many transfers were under 
$10,000;

 See any red flags?
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Oldsmar, Florida
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Considerations
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Sensitive, confidential or embarrassing information

Tolerance for lost data

Confidence in back-ups

Reputation

FOIA
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Social Engineering 
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 Is about

 Distraction and Misdirection
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Phishing
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When Scammers fool you
to think they are someone 
you trust in order to make 
you do something.



7 Types of Phishing Scams
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Email Phishing Scams
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It may look like
an email from
your bank, 
Paypal, Google, 
Amazon,
or even your 
CEO. 
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Spear Phishing Scams
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This is when 
they target you 
specifically. 
They have 
researched 
you, they know 
your family 
members, 
where you 
work, and who 
is your boss. 
The chances of 
fooling you are 
higher.
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Smishing Scams

 These are text 
message phishing 
scams. Criminals 
know people respond 
to text and instant 
messages faster than 
email. 
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Ransomware
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Google Search Scams
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Social Media Scams
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QR Code Scams
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Who thought a QR code
could be dangerous?

They are everywhere, especially 
in restaurants.  Criminals can 
place their own sticker over the 
legitimate one. So that when 
you scan it, you will be 
redirected to a fake site.



Vishing Scams
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Vishing (voice 
phishing) is a 
type
of phishing 
attack made 
over
the telephone. 

Scammers can 
spoof a phone 
number that 
looks identical 
to a known 
number, like 
your bank.
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Social Engineering
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Social Engineering
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Social Engineering
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Social Engineering
36

To protect your funds:
 Educate and train staff on best practices for online, e-mail, 

system and payments.
 Establish separation of duties requiring two or more employees 

to sign off on any payment.
 Validate and document any payment instructions received
 Verbally verify the request to confirm authenticity from a known 

number which may be different than one on the form of 
communication.

 Contact the entity to confirm any requests for payment method 
changes.

 Review all payments before they are sent and ensure all 
correspondence is validated and documented in a unified way.

 Slow down. Social engineering fraud often plays on inherent 
actions of employees.
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Minimum prevention measures
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User Education Password 
Complexity Firewalls

Back-up key 
systems and 
databases

Patching
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Mitigation 

 Technical
 Logical controls

 Physical
 Doors
 Servers, desktops, 

and laptops
 Administrative

 Intersection of people 
and technology

 Procedures
 Training
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Technical
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Password Complexity
40
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7 characters 1 minute

8 characters 1 hour

9 characters 3-4 days

10 characters 7 months

11 characters 40 year

12 characters 2000 years
Passwords include - Lowercase, Uppercase 
and Numbers

How long will it take
to crack your password



A Few Last Thoughts
41

 Cybersecurity is risk management
 People, processes, technology
 If you detect an incident:

 Immediately isolate affected system
 Secure backups
 Collect/review logs
 Solicit assistance from third-party experts

 We must be perfect all the time.
 Hackers just have to be right ONCE!

10/26/2022



CYBER RESOURCE HUB
42

 The Cybersecurity and Infrastructure Security Agency offers 
a range of cybersecurity assessments that evaluate 
operational resilience, cybersecurity practices, 
organizational management of external dependencies, and 
other key elements of a robust and resilient cyber 
framework. These professional, no-cost assessments are 
provided upon request on a voluntary basis and can help 
any organization with managing risk and strengthening the 
cybersecurity of our Nation's critical infrastructure.

 www.cisa.gov/cyber-resource-hub 
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tbullock@vrsa.us
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