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Guidance Overflow = SO MUCH INFO 🤯
• Cyber Incident Response | CISA
• Stop Ransomware | CISA
• National Cyber Awareness System | CISA
• MS-ISAC (cisecurity.org)
• Cyber Incident Checklist (cisecurity.org)
• Computer Security Incident Handling Guide (nist.gov)
• Preparing for a Cyber Incident (secretservice.gov)
• Ad infinitum…

>> BUT, the good news is, it all relates and it all “works”

https://www.cisa.gov/cyber-incident-response
https://www.cisa.gov/stopransomware
https://www.cisa.gov/uscert/ncas
https://www.cisecurity.org/ms-isac
https://www.cisecurity.org/insights/white-papers/cyber-incident-checklist
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://www.secretservice.gov/sites/default/files/reports/2020-12/Preparing for a Cyber Incident - An Introductory Guide v 1.1.pdf


Where to start?

NIST or CISA or CIS or VDEM or Secret Service of FBI or 🤯♂️

1) Just pick one to start

2) Use what works for you

3) Cover the basics

4) Use available support
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UNDERSTAND
• Inventory

• You can’t secure what you don’t know you have.

• Shield Wall
• Build partnerships with insurance, peers, state & federal partners, and 

consultants

• Know your responsibilities
• Legislation, mandates, regulations

• What data do you have? (PCI, PII, HIPAA, FERPA, CJIS, Elections, etc.)

• Understand your risk (read as LIABILITY)
• Do not be afraid of a risk assessment.  Even a napkin assessment will help.



PREPARE (Incident Response Framework)
• Support/sponsorship from the top

• Pick a framework and measure against it
• CIS is easiest to digest
• NIST is commonly used for reporting to state and federal partners

• Audit…remediate…test…repeat
• Pentest, vulnerability assessments, hygiene scans, tabletop exercises.

• Nail down your policies

• Document your preparations and Incident Response Plan
• Communication Plan & Protocols

• Internal stakeholders (administration, finance, legal)
• External partners (insurance, law enforcement, state/federal entities, vendors, ISP)
• Media (follow legal counsel’s script!)

• Document procedures to support the polices and your response 
protocol



What sort of questions will you get?
• How do you identify there is a problem?

• What do you know about what happened?

• What networks/systems/data are affected?

• What data/information was compromised (e.g., stolen, deleted, altered)?

• When did the breach occur?

• When did you find out about it?

• When did you begin to do something about it?

• When will you know the full scope of the problem?

• When do you estimate that the problem will be remediated?

• Where did the breach occur (what office, activity, locale, etc.)?

• How much do you know, with certainty, about how the breach occurred? The source of the 
attack?

• How will you stay informed of efforts to remediate the breach and restore normal service?

• AND SO MANY MORE…in other words, preparation is key to rapid and effective response.
• Knowing what to expect for response will help you build your preparations to respond



Incident Response Plan

• Define a team

• Determine roles and responsibilities

• Create internal and out-of-band 
communication paths

• Train all levels

• Establish Single point of contact

• Review plan regularly

• Test the plan



Suspected Cyber 
Incident

• Notify your insurance provider

• Implement your Incident 
Response Plan

• Act quickly

• Protect your data

• Take machines off networks 
and information offline

• Preserve all logs

• Document as much as possible



Suspected Cyber 
Incident

• You may have a Breach Coach based 
on event type

• Determine other players to get 
involved

• Assist with Public Relations

• Make no public statement or 
contact third parties without 
consultingthe Coach
• Entering into an agreement with an 

outside provider without authority 
could violate the coverage contract



Cyber Breach Coach

• Skilled Attorney -Today’s Threats and Tomorrow’s Risks

• Secures Attorney Client Privilege

• Engages Necessary Third Parties
• Law Enforcement, Forensic Firms, Public Relations

• Identifies Reporting Necessity

• Knows Specialties of Forensic Firms

• Accessible Throughout Event



Provide Information

• Main contact

• Log Information

• Name/Contact of ISP, Contract IT, 
and third-party email/web support

• Copy of email and/or ransom 
message

• Wire transfer information

• Known users on affected machine(s)

• Email: cloud-based or on site (365, 
Gmail, etc)



Preserve Logs

• One of the first things 
forensics and attorneys 
will ask for

• Do not let logs roll 
over/overwrite

• Log review is best way 
to confirm that 
constituent data is only 
encrypted and not 
exported

• Capture logs at a 
centralized location 



QUESTIONS?


